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OEM MAF REQUIRED TO SUBMIT WITH CONTACT PERSON EMAIL AND CONTACT DETAILS.

Features & Functions:

ik

Online & Offline Patch Management & Vulnerability Scan Feature:

Must have capability to Install missing patches for Microsoft applications, Install missing patches
for non-Microsoft applications. ex: Adobe Reader, Adobe Acrobat, Adobe Flash Player, VLC, Java,
Putty, Notepad++, 7-Zip, Mozilla Firefox and Thunderbird, patch applications on air- gapped
endpoints, which don't have (or may have limited) connectivity with the central EPS server. Must
have capability to scan and report vulnerabilities present in installed applications.

File Activity Monitor & Data Backup & Restore Feature:

Must have the capability to monitor activities related to file handling such as copy, delete,
rename on local drives, removable drives and network drives. Capability to Backup and restore
data, so that in case of Ransomware attack data can be easily retrieved.

Device Control Feature:

Must have the capability to grant allow, block, read-only access to various devices, allow or block
Windows Portable devices & Mobile devices to the endpoints, encrypt USB Pen Drive contents
and make it accessible only on endpoints, allow access of USB Pen drives temporarily using OTP
to authorized users, connect to only whitelisted Wi-Fi S$4D. Must have the capability to prevent
a user from accessing the operating system in safe mode.

Asset Management Feature:

Must have the capability to collect System, Software and Hardware information related to
endpoints, track software changes on endpoints i.e. applications installed/uninstalled, hardware
changes on endpoints, display complete Software license key for Windows OS and MS Office (last
4 digits).

Technical Support:

Standard Deployment Support directly from OEM, I1SO 20000 Certified Technical Support, ISO
27001:2013 Certified, Levell Technical Support directly from OEM, In house Threat Research
Competency with intelligence coming millions of nodes.

Solution should have its own Antivirus Engine.

Client Deployment:
Must support client deployment using Active Directory, Remote, Notify Install, Client package
with password protection, Login Script, Disk Image.

IDS / IPS:
Must have the capability to prevent port scanning attacks & DDOS attacks.

Must have the capability to prevent a user from accessing the operating system in safe mode.
Must have the capability to improve performance of endpoints by cleaning junk files and deleting
invalid registry/disk entries.

10. Solution should be Make in India Product.
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16.

The Solution should have AV-Test Certification for Endpoint Security.
Patch Management tools should be from End point Security OEM.
EPS should be able to integrate with SIEM PRODUCT.

OEM and bidder should not be blacklisted or banned by any PSU or state or central government
office for last 5 years.

OEM should have technical support presence in Mumbai.

Partner should have GST registered office in Mumbai.



‘335 shiftifgfomreres nurad AfR 7= @) s

S K. Bole Marg, Prabhadevi, Mumbai-28 (Controlled by Govt. Of Maharashtra)

1 2422 4438, 2422 2072 Fax : 2422 1558 www.siddhivinayak.org
e-mail : svt@vsnl.com

B -/ / R0%3

WEHHR Gole aEt Fqyd A I,

fAfaermemET el whies:

St TEdtEie:

SRNO DISCRIPTION MAKE/MODEL | QUANTITY RATE (EXCLUDING GST) |

L SEQRITE ENDPOINT SECURITY(EPS) QUICK HEAL 40 USERS PACK
TOTAL EDITION
VALIDITY -3 YEARS

QARG Tl g vt
AEE Aal/ qaA! HATH

D:\Dapake PC\Purchase Dept\Quatation Notice.docx



